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[S3? 

m^oiai 
r^Aia siou 



mn- 2004/6/10 



20 
35 
1 
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583,000 ?! 
304,500 



29,000 a 

35,000 S! 

26,000 a 

493,000 @ 



na- 
si Q> 



1. S°TAH- 9/4IA|(Ee)_1S 2.?^!2§SA|# S ffl^^_1- 
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-§r3iLS. ^S^Rr 3Lf-*Rr ^9}^ M OL <&3L$ ^ ^Jl^- ^ 6fl 

tfl^.o]i4 PDA^-^r c>l-g-^:^:7] SE^ in}E ^cofl ^-^0.3^ ^o>o] ^H^ 
♦ w>€- ^ll> <£H] -y-J:^- ^ ^-^LS)-^ ^ 128 wlS <^ 3Hb]» ^ 64WlH^ 

64H1BS. up^ o^-g- ^*8*K£-^ £|<H ^cf. 

£ 2 

Rijndael, ^STt, e^grJE. £-3- ^ 
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eKl 1 * M #3- ^-^1^ n ^-s^- ^ 4^1^- {Apparatus for rijndael block cipher 
and encrypt ion/ decrypt ion method thereof} 



S l€: "&*$°\] ^ ej-o]^ m oj-jr S Altj- 
5L 2^ 2}^= ^>^-« HAltb 
3E 3£r sS^S. 71 ^jf-g. JEAltr 

£ 4^r -g- ^ofl 1:^ #Jls|- £A]*> ^lE^o]^i. 

5. 5±r ^ofl 4^ ^llE}olpj £ . 

S 6^ ^ ^ofl 4€- -M- ^Jls}- «cH^ ^eKI^S.. 

S 7£- 1^<*|] HKl^ 1-^- ^Jl^ 4^ y <H^ ^l2^o]^ £ . 

£8f ^ ^Kl^ M- ^ss}- #^4- SAitb ^13^01^^ 

£ 9^r >^°fl ^91^ ^ <&SL2) 4^ SA]*V ^| 3 ^olxg3E. 

100: Hr-SrH. <£a]-«. HO: ?1 

120: X|HH/^X|SJ=_^- ^3Hf 121: ^ltf^^l 

130: cfl^/^tfl^l ho: ^c^s^l 
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150: ni^/^pj^^ 

170: ty-ftB. 7l b)*>7l ^Jf. 

200: t*|^ 

400: 64*1 B t^M^l 



#3 ^^>: 2004/6/10 

160: ^l]2^^^-7l 
180: 

300: ej-^c <gAj- z\]o]*. 
500: 128ti]H 3Hb] 31*1^ 



wag 

^^(Rijndael) ^4 ZL <g-J:5* £ 4Jls|- ^ofl ^ 3} o. s 

■H, J±4 ^-Afl-Slfe ^^^o]t4 PDA, ^n}B 7>= ^-ofl ^l)f-o.S.^ iLSH 3| 
o>6fl oj-j^ «! 4i^t ^ &5L4 € eKl 1 ^ 1~4 %x]s% n ^2}- 

to^^ t7H<q ^l7M^ol ^ cfls.(joan Daemen)4 s^Tffl 
(Vincent RijmenH ^«fl 7fl*M ^ 2000\i 10^^ ^ S ^ 7]^€(NIST; National 

Institute of Standards and Techno logy HH ^^.-ft X§(AES; Advanced 

Encryption Standard)^- 5. tfl^j a] ^7] ^Jis}- ^Jiel^ojc}- 

^^#-8- SPN(Substitution-Permutation Network) t 2 -^ 7 r 1 & ^^-^o]^- 
€«tj1, 3" 1:423 o] ofl tflsfl 128*] B, 192a] e, 256«]B 7]» A}-g-tt- ^ ojcf-. 

'^^^ 2^^- TTT 71 Zj°H ojtsfl ^^£)ZL, 128«]B A>-g-^ ^ 

•f 128, 192, 256«lB ?H « 10, 12, 14e**JEL* ^-g^-St fltj.. 
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m^fl ^e1#^r 128 wlB 7l# Aj-g-sHs. o>^ofl^- ^7} $±3. <£b\ 

z\ oHl 4^ 128«lH ?lf ol-g-^- sj-o]^ ^jns^o} *}^o] ^o\) $.-5} 

eKl't t^s}^ wv^-o)! cq^A-i efoi^ « «y-ji5}-/^^-g- d]o}^» 

Sfe -4^21-^, #*1 SPN ^22] 7>^ ^m^>£^ S)<H^7l i3||^o)1 -i-s. 

<&3L2\ <y-Jl5r 32f^3f ij-^o] tfsr]-. 0.5., e}-oi^- ^-s- ^.j:^) oj-jrs}. 

$lt}: ^(Substitution), (Shift_Row) , ^^^(MixColumn) , ^ 

S. 71 1=1*1-71 (Add Round key)£l t|l 7}*1 ^^S. ^^-^^lal, ^-Jisj- s^-fr ehg^ <£ 

^AlsB_S-^-( Inverse Shift_Row), ^tfl*l (Inverse Substitution), shgrJE. 7l 
(Add Round key) , (Inverse MixColumn)5l vfl 7>*l °1 ^ . ©1* ^ 

*>^-$!M el^^l *r°l7r $X°M, c| uj-o} 7 r sKl^g- H^a^ ^s)^ 
£-*!l7r ^i=f. Hr-Sr= "a-trSl ^ofl «V^°1 el^^^l ^ <£av ^tg 

^sl^ Al^ #o]^ ^}oi ^jl*}r}-. 
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£ -^-$r -H^r, ^^^^ H3>|A]*. JL7-f>}±: ^cfl^oju)- PD A^ o)s.^- 

^7] SEfe — ^V— ?>S.i ^•^Bf-o.S.^ ^jBl^V ^Atb 3H*H«- ai|-E- ^tV *H <#3L$- 



■g- tfS* 10*1 H<q "g^^olEl g N wlH^ <y^7l» 7>*H, Al=B_5L^(ShiftJRow), 
tfl*l (Substitution), ^^(MixColumn), SHt= 7] c] £|-7l (Add Round key) ^^-^r^ S. 
t*Hr shS:= £4hfr i3 a?^M- *&4*H #7l m wlJM ^^cilo-|^i. 03-^2}.^^ ej.ci.g- 
«■ #3L3j- #*H 5a°W, #71 ^(Substitution), ^^(MixColumn), i^E. 

71 c]*>7l(Add Round key)^ ^^^H^ tiM^s M / m w];E( m £- 2, 3 £^ 4) 

^fe e^JE. #71 B^g-E. 7] TZ\i5}7) ^o,l ej.o.r:^ ^^1-71 e}-^^7l 

» ^#*Rr ^e^^-I- i^Rr b^e <3^Pf ; #7l s^e <^^o]] 

*fl°1*K=- ^e ^H^; ^ #71 e^e <S-*HM1 ehSrESl 

#3HH ^3^7 M/m ^ ^ ]o] ^ ^ Dfl ^0.= ^^-^oflA^ M wlH^ 

C-Hol^^. 7-1 ^71 W C-fl ol Bl 71^^-1- S^>^ 53 ## Sl-o]^- ^.S. oj-^ ^. 

*1* »l^cf. 

^. TgHg m ^o] oj^cflolBl ^ NtilS^l ^^7l» 7 r *H, ^Al=H_S.-f 

(Inverse Shiftjtow), ^ tR *l ( inverse Substitution), e^E ?1 cl^>7l(Add Round key), ^ 
^%!( Inverse MixColumn)^ ^3)-^^- S^}^ ehgrE <£#^§- dt^j ^^«>^ ^^V**) # 
71 M «]B5l «g^c)lolEls. iLjrs^ir ?}9llk ^ ^^i, ajo^s. ^-7] 
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^tfl*] (Inverse Substitution), 2f^^ ?} cl^KAdd Round key), (Inverse 
MixColumn)^ ^4^<HH^ *W^|# M/m »lB(m^: 2, 3 SEfe 4) ^S. *1e|3Kr 2r£i= <£ 

^— ^l^^^-l- 5Lt*Rr #7l e^E. <£^d\] <*)«fl 

M/m tilB^I ^ t-flo]^ ^ pfl b^jel^ ^s.^H^ a^s)^. M cflo-|Bi-t- ^ 

^>7l ^tt c(|oiE]7l^^.«- if-*}^ ^ o.s. §>fe e)-oi^ ^g}. afl^t*. 

(Shiftjtow), tfl*| (Substitution), ^^(MixColumn) , b^JEL 7] DjSJ-7] (Add Round key) ^ 

i^r^r ^J-^hg- B^iEL ^xj-^. ^ S)^^ #7l M HlS^ ^^o] 

E]» #:M-*r7iu}-, 3*1 =H_3.-f( Inverse Shift_Row), ^tfl^( Inverse Substitution), ^ 

— y l c i^f7l(Add Round key), 33^^ (Inverse MixColumn)^) JE^r^ 

-§- ^£3= <£#* ^ s)^^ ^4*H #7] m «a^c-i]oiEi« 45:^.§>7l 3tb Hf^l 

« -M flo^, 0^3. 5L co 1 a)^ i 3^5: ^(Substitution), 3^ 

^(MixColumn), Hf-gr^ 7l u^>7l(Add Round key)^ ^4^^|>Hfe ^M^* M/m w)e( m £. 
2, 3 4) #^3. ^^*>JL, 41^ JE-H^M^r, 3^5: ^- 7 ] <^ tfl *1 ( inverse 
Substitution), 2f^r= 7] e| ^-7] (Add Round key), 33^3 (Inverse MixColumn)^ ^^3)-^ 
tllol^» M/m HlS(mf 2, 3 4) ^ 1s}±= ef^-^ <£a> ^^^-<4 #7l a)^ 

- ?1 3*1*1 ^^7l» »l^>7l ^*fl ^ = 7l» ^*Hr e*r*£.7l » 

^^Pr-I #71 = <£#^-ofl Sl^fl ^£}tt Br^-= <$#* *H*Hf 
^H^-J ^ #71 Hj-^JE. <£#^1 fil^fl nfl E^g^ «&fr1«l<*l ^£|i=. M/m ^ 
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Sth ^ M«]H£) ^eIMe^ N«1HS1 <^7l» <g^«lo>, ^ 3^§- 

^*R=- eKl^g -y-s^ ^ofl 5a°H, ^71 «<H^, sj-^^^o] M 
w l— AlsS_S.^-(ShiftJRow)^^- 7>^ul, A^Alio)] tfl-g-s}^ M/m «lB(m£ 2, 3 

4) ^M^tr-fr ^ #31S. #^*Rr A]M_^4-(ShiftJ?ow)^#7fl; M/m «1H n 
°lfcH tfl*H cfl^l (Substitution)^^- ^a]^ tfl*l (Substitution)^^; -%7) M/m *>1 
— ^H^H cflisrH ^^(MixColumn)^^ ^l^Rr ^^^^ (MixColumn)^^ ; ^ # 
71 M/m «1H cflol^ofl 3.71^ 71* c^}^ B}--£-JEL 71 t^KAdd Round key)^ 

31* m7fl^ M/m^lH 2-^1 *M ^*8*Hr is}^ ^^.S. eJ-^JE. 

^ ^"71 B^JEL^ C^}7l ^rTflofl 5}-££L 7]» *fl^i5}7] ^Sfl B}-£i=7l» 

S^h tf^* MwlH^ ^^t-flolEisq- Na]B^ ^^7l» «g^^o>, ^ S?^^ ^ 
^*3*Rr 4^3- 5ft°W. ^"71 o]^ M 

H l— 3Mfcm Inverse Shift _Row)^-g: 7>^ZL, ^^ofl tfl-g-^ M/m «] 

B(m^r 2, 3 £tt 4) 3MiH*Ht 4^- t£t\}3, #^*Hr ^a]s.S_S.^( Inverse Shift_Row)€^ 
#31; ^-71 ^a1 = e_^ M/m 3HeH tfl^ ^tfl^(Inverse Substitution)^ 

<M*l*Kr inverse Substitution)^^; <#7) ^tfl*l M/m *WbW 

371^ s^JEL 711- c^Hr 2}^= 71 ni*>7l(Add Round key)^; #7l eh&JE. 7l 
f- 3$ M/m tilH 3HeH tfl*H (Inverse MixColumn)^** -i*l*Hr 

3^ Inverse MixColumn)^^^l» m7fl£l M/m«lB 2.^ofl 
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e^JEL 7l» Xl^>7l 3*fl ^^711- ^SRr eH:S.7l 5Lt*Hr ^^.S. 

*HbH a.7l7> 128«]H, 192«}S, 256«lH ^ *M-*I *r 9X°-^ , o]s. a7 ]5. 

^Kl^ «■ ^2}- HL^r 4JL^ Tl^lTfl S)£S, #71 <S#4*cHl ^Sj^ 

€^ *r 5W. <y^cllolEl# 27| ^ £fe £|tfl 4*1*1-5. *Kr 

*H^«1, ^^^#^1 43:31 til, #S.Q$>) ^-fofl^ 

(ShiftJRow); tfl*l (Substitution); ^^(MixColumn); ^ 7) *i\is}7} (Add Round key) 

21 4#31)3. ol^M^lfe ^3}- ^ol ^cf. ^-tgofl nj-^. ^--4^ #*|^ ^Sl7> Jl^-Slfe 
cHolEj ^71*1 37151- ^2=^°] ^ ^sjAl^ojl t4§ ^e^Ti^ 5L^- ^ &£^r. 

^» M-¥*r 7fl^» ^ ^ ^Joitq-. ziem- ^#30.3. <a=HHel-I- 47m4 3 sg-Tfl 
M-^^^i ^|&|^^, SleW^M ^oi^ i-^.oiJi t o) efl^i^El7> ^JH^l ^ ^ $X<l 

SEtb #7l eHrJE. <£aK|- ^^a-I ^aHI 128«1H, 192«lB, 256W1H ^ ^ ^M- 

^ 4 s Xlfe ^ 7l(key)# °l-g-SM #71 <3#(^, ej-^ 7l cl^Dofl 

71(RI0» ^*KE^- si ol satj-. 

£ ^ofl n} = oj-j-^/^j-g}. ^ ^ ^6J^^ «a^^|olEl7> 128W1H, 192«1H, 256 

«lH ^ ^M-^ 3M «Ji£H 0 M, ^^71^ 128«1H, 192*1 H, 256«lB ^ ^ < ?1 
^ol ^^o!4. 
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. ^» fl*B ^HH^ <Q^]7\ Sl^f- 128W1HS1 tfl^A^ -grg^ ^.J7 <& 

^^NH^ ^ •g^T'l^ 3.7)7} lk^7]±r nf^H^ ^-§-0} ^ ^ s 

Q ]*}2) €*HH*lfe 128*1^ 3.7151 ^^eflolEU- 27fl£] 64*lH. 3He1S i-Pr^ ^ej 

*Hr 3H tflsfl ^^D. 

5> £ 1 ^ £ 2*r ■& 4^ 128U1H *\)°}B\Wr 128*lH <gsj 7] (key)* °l-g-*> 

:6> £ 1* #^>^, S<*HNl00)Sr h}^^: «4f- *1^(200)«- 

<£s- ^l^Jl(start)^ 2.=^ J: (mode) 7]- <£xy ^cv)«-( 3 oo) 

Al^^KRouncLstart)^ ^= ^^s(Round_number) ^ *fl Bf^S. <3 
^-7) 128*1 B ^ 64*1 B^f ^ 64*1 M #*»f;}7) ^ *1H 

^^^l^(sel)7> ^o]SL# #ofi ttJ-eH 128*lJ= <83 7l(key)« ^Sj-g- 

128*] — 2}^r= 7l(RK)5. 
37> ^-71 el-grJE. ^^(100)fe ^"71 S.^^ ^o] -o 1 ^- q-Bj-tflig 128*1 B c-fl o] El 

» ^ 64*1^ 64*1 HS. M-^r^ ^ *l=H_^-f , tfl*l, s^je. 7l c^l 

21 4^0.^. ol^^ 5}-^*= ^a>4- ^*}o} ^-71 128*1 H *M3* ^Sj-tbrf. 

38> -^71 e^JEL ^^-(100)^ ^7l SJ^]Jl<>1 ^ol uJ-EHl^, 128*1B ^ ^flolBl 

♦ 64*1 B^l- 64*1 SS. M-nr<H zl-21- ^Al^e_S.^, ^cfl^l, 7] ^*>7l , 
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S}£J= <£*V ^^^-(300)^ ^-71 *1^(100)« SE^r 4l^i> Al^-Ais^- SLB. 

(RoundLnumber) ^ b^-c o^a^c]- Aj- 7 ] 12 qm] e oj^ cflol^l- ^ 64*1 ^ 64«1 

q-^fcH #^\7] *1H 4i^J:(sel)» #7l ej-^ ^^(100)3. ^-sH 
sHr— ^^(100)^ ^B. ^1^14. 
> 64*lS 3Me| 511^1^(400)^ -^"71 <gAj-«-( 10 0)^l o)3fl ^JS^ nfl eJ-^JEL <3 

# f^l 64*1^ ^ 3M3^ ^7> #JL £E^r ^-S t-flolBll- 

i> 128*lH cfl°l&] 3*1*1^(500)^ Aj-7l eJ^jE. <S^( 100)^1 4^33^ *ti 

^ ^°fl ^^Sjfe- tj}^ 64*1 H oj-Ji HHf- 4^ ^ 6 4*1 SS 

B^grS. ^-S- ^- 7 ] ^ 64 h 1b x^o)b\ ^ ^ 64*1 H 

^« 21-zl- -tf^ ^ sj-jfl 64*1 ^^>c^ ( 128*1 H 3M^# rf^- Bj^-c 51 ^^r-flolBlS *ll 

42> S- 5U<>H, el-^ ^1 128*lH ^H^s} <#/^:£. t*l 

^^1^1 <3-/4Jr ^olE^ p}*]*}- Ej-^-H. <£aJ. ^ oj-j: s 

l*rS. cIl^lBll- ^j^-^ 4*-^ q ]o ]&\ 6 4*m 5)1*1^(400)2}- 128*1 

— cfl^lBl efl^l^Bl (500)1- ^V-S-^l 1 ?]-, ^a]^!^ 192HIH SE^r 256*1 H o]]o]e]1- 

128*1 H, 192*1 256*1 H 7l(key) ^ °l-§-*M SE^ 43:3^}^. 

34-, ^71 tflolEi Bfl^l^El^ x}^ ^€4. 

°11 ^l^fl °11 ^ ^5}^ ^ 64«lH cfl ol ^ ^. ^2 d-^- 64*1 ^ 

oj^ C-flolBl^ ^ oj.^ ^-2. 3HE1-I- 21-21- 2711^1 64^1^ 5)1^^ (S 
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I7fls] 128 WIS OH El nx}^.*\)<%, #7) BHrJEL £4HHl00)4) S]^ -r^S)^ nfl 
^ ^1 ^^s)^ 64 WIS ^He}*} ^ <£jr ^ ^ cflolEll- ^ 64W1BS 

£^ 4-5. ^ 64W1S3- t\.£. 64*] S3. *i^Rr 192*1 S cfMB| 31*1 ^E} 

^ ^^l ^^-tt 31*1^ 37l(R)» ^ R = 

M(ra-l)/m + M = (2m-l)M/m[^7l^ M ^3Mb)<S) *lS*r, m £r 

E ^ 7fl^]3- t+El-^ ^ ^-71 €^H1* <^1S ±L ^ > 128*1 S7> 64*1 S 27flS. M-^f- 

<H*H ^)e|5l°S., R = 128*1/2 + 128 = 192*1 S7> 192 v) S7> 37flS upfol^H 

^ElS)^- ^^M^, R = 192*2/3 + 192 = 320*lS7> jg-fr <g ^ ojt}-. sj- 
o]^d] wJ-a]^ ol-g-^ ^ofl H]^ M / m ^ixl^Bl ^ 5Ufe 

£ 2* ^2:^, ^"71 2^2= ^W(100)3 &h£JEL 71 ^J=L( 110 )^ # 7 ] i^JEL <£ 

^ ^)H^-(300)S.^El el^-s. <g^i aI^ai^s]- #s.*\3L7} S-^^.^ #7] «1>i(200)« 

^■n 2.^^:3 &ofl i4^i 128*1 S < $^ 7l(key)-l- #J:3|~g- 4si5}-§- 128*1 S 

ef^r= 7KRI0S. ¥i^H ^3 128*lS &b£:EL 7l 31*|^bH1 *)#^-tK 

^"71 5}-£j= ^^(100)3 a1HS/^a1^e_ s o. ^^«.(i20)^ ^-71 B^JEL »H 
-^(300)5.^ <£*V Al^ssf wis ^^^1^71- l-ol^ ^"71 *^(200)» ^-*fl ^o] 

-£r 2.1= a}:^ ?H 4«H 128*1 S^ ol^i ^ = 51 c-flolBK^:, *lllB}--g;2= oflA^ 128*1 S ^ 
^cflolBl)-!- «>ols A1SS *a«r€ ^, ^"71 WIS ^ejAi^o) ^ofl £^0] ^o]s)^ tfl 
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-■M *|l4M-7l(12i)# ^f-Sfl a}^h 128«lB *M3* 64«lS(HlS^^^l3:=»l" 

)^ 64«]s(wlH^^^l3:="0"^ ^His q-^fo] 

#7l ^^.^^-(100)^ cfl^l/^qi^l ^^-(130)^ ^-7) AlstH/^AlHH.sL-f ^ 
4(120)3.^3 ^ 64«lB cflojEl 5Efe -SJ-fl 64a]S dH^-t- ^ bHeo] oj^^ 

tfl^Ai «. tiHHo] tfl^xfl^ tfl^l «v^(S-box) SLfe tijtj|*| ^(SI-box)» 

^•7] e^g-JE. «?!W(100)^ ^|l^^^-7l(l40)fe -8-71 tfl^/^tfl^l €^¥-(130)5L4e] 
#^£)xr 64«1B cflolej ^ 64*1 H 3Mb|» #7l 5LZL*)s.2) #6fl irj-eH 

^-71 2}-gr= ^^-(100)^ ^/^i=§^ ^4(150)^- ^"71 ^1^^^-71(140)^ 
^ #^^:(0)-i- ^-n 64*1 B t-flolEl 2^r ^ 64*1 B 3H&)-I- i£ 

e^iE. 71 u^>7l ^ 64*1 B cflolB] 5E^- is}3\ 64*1 B HH^I* ^^^^ 

^-71 e^JEL =1^(100)51 ^12^^^1-71(160)^ #7l ^^/^^l^Bj ^^(150)5. 
43 #3 64*1 B SEfe 64*1 B cilolBl* ^-71 2.^51^ ^ 

^ #3^(0)4 #1^(1) ^ 

^"71 5}-£;b <£^4(100)£l 2}^- 71 cl^7l ^4(170)^ <$7) *\}l^^7) (140)^1 
4^ #^#(1) SE^r ^7l *)l2^ 4^^-71 (160)^1 oj-jfc #^^:(0)# ^ U^^r #4) 64*1 B 
^ 6401H 3H3# ^-71 71 ^JjLQiO)*^^ f^s}^ ^Jisj-g- HL^ 

128*lB e^JE 71 (RK)s?- B^JEL ?] tfZ}?} ^^-tb^. 



52-15 




#^ 2004/6/10 



^71 b^je. £<?H-(100)3 ^3^^^.71(180)^ #7] e}^= 7} ^7) ^^(170)5. 
#33^ #3 64*lB cfloiBj ^ 64 wis cflo]B]l- >a-7l &6fl nJ-aH 

#^^(0)4 ^-s. #^#(l) ^ is}^g, 

— ^ ^-frSH, Tg^^r ^^i^l-ZL, 128*1 H^l cflol^l- ^E)s>^s. 64 

l=K£^Bl EH*<H tflSflA^ ^f-). 

^^(110)3 128*lH Sel 71 31*1^(111)^ *1^(200)» *«fl i28*m ^ 7} 

(key)* <£Jl£)"§- ^-Jl^-g- 128*lS 3^S. 7l(RK)iiL ^«-^>7l ^tb = 3 7l (prekey)ig- 

*^ , t-H 128*1 H e^JEL 7l(RK)« thg- B^gr= A>-§-s)^ 

7l(RK)» -^^^>7l ^tb 7l(prekey)5. ^tM}. 

#7] Sj-^JEL 71 ^^^-(110)^1 128*1 S 7} Bll^l^Bl(llla)^ ufl S^JEL <£^g- ^ *b 
sshg- 4^2(-g- 128*13= e^JE, 7l(RK)» ^tb^f. £ 3°1H ^71 128«lS ehgrEL 7l 
eflxl^BKlllaH 128*1 H fih&E. 7l(RK)fe "fl &hg:<E ^ ^7l 128*1 H S 

21 71 e)l*l^BKlll)o]l «J^£M b^h, ojg 7l (prekey)iiL 

•^•71 a^JE. 71 ^^-^-(llO)sl ^7l^»(n2)^ ^-71 a]-££L <^aV ^H^-(300)^Bl 
#<>1^ b}£el *ds^l^7> ^^Hfe ^£=7} *i*fl ef^oi^Hi x%^*\ ^^si^ 
(Rcon)^r ^#3:4. #7l ^^^(112)5.^ ROM-i: a>-§-§>^ o] y^^r}-. 
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<#7) e}£JEL 7l ^^(110)3 ^2^^-71(113)^ '#7) ^i(200)» ^-n *<H£: ££ 
^ISLSl &6J| icj-gl-A^ #^ol ^H^ol ^-71 128*1 ]= HBl 71 sfl^l^(m)Sif #7l 128*1 H S)- 
-£2= 71 all^^Bl(llla)5.^-Bl <^5)-b ^2j-§- S^r 32*lH 7l # ^uj-m 

-8-71 B^JEL 71 ^JfUlO)^ Al=H7l(114)fe ^-71 ^12^^-71 (113)» ^-n <U^^ 
32*1 71 # w>olH -S^.^ ^ a1£e^ 

#7l E}-£lE. 7l ^^^-(HO)ol Cfl^^^-7l(115)^ tfl*l <a^* ^S^Rr 31*1 
°1^-°1^ #7} Al3EH7l(114)^l 2)n Al=H€ 32*1 H 7l» tfl*l 

#71 H}-g:J= 71 ^^^-(110)^1 *fllX0R<3#7l(116)^ #71 tfl^^7l(115)S^-Bl 
^ 32*lB 71 ^ ^ wV°lH ^ #71 #^71 ^(112)011 ^^4^ X0R<£^ 

#71 sl-^ 71 ^A^diQ)^ ^o.^ X0R«a^(117)^ #71 *)UX0R<3#7l(116)£| 
^ tfl^l ^71(115)51 sl#^l ^ w}o1h it* ^l^tt M-^^l 24*1 S *M 32*1 H. # 

4, #7l 128*1^. H.H1 71 efl^l^BKlll)^ 7-l#5)^ ol^ Sh^c^ 128*)^ Shg-JE. 7l 

(prekey) ^, #7l 128*1 H e^JE. 7l e)l*]^(lllaH t^s)^ ^s-g- ehgrS.31 128*1 B 

7l(RK)» °l-g-*Hf X0R<3-*b§- ^^*H #7l 128*1 H. ?1 31*1^1 (niaH 

$r 128*1 H B^§: = 7l(RK)l- ahg-2= <3#£] nfl ^hSrS-*}*} Afl^-^1 ^ 

#71 5}-£lEL XOR^-^Cm)^ ^12X0R<?!#71(118)^ #7l ^llX0R^#7l (116)3 #^ & 
^ tfl*l£«-7l(115)£l *HB St-i- *fl£m 24«1S ^tol ^-^^1 32«1H 
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128W1B 5}^j= 71 ^ a$<#$ 32«lJ=(PK0)# X0R<3#?>H ehSrJE.^ <£JL 

SEfe 42L^"§- 128«]^ 5}-£j= 71 ^ ^tffl 32«1H ehgrJEL 7l (RKO)* 
> ^-71 s}£2E. X0R^^(117)^ ^3X0R^^>7l(H8a)^ AflS.^ ehg^s} 128^1 H 5}^ = 
7l ^ 127#*f|Jfi=l 96^^(1^121 32«]H el-^ 7l(RK0)^ °13 s^SS} 128*1^ ^ 

^ # 32W1H t}^ 95«i^l«-El 64^^7M5l 32am ?1(PK1)«- X0R«S^> 

<^ 4^.^- oj-ss^-g. 128«1H 7l ^ 95*d*fl ^ 64*1 32*1 H Sl-^r^ 

7l(RKl)» ^#W-. 

^ #7] ^ll3X0R^7l(118a)fe e^JE.^ 128*1 H 7l<>) 127*1 *flJfBl 96^i^|^l 

^1 32*lH r^&E. 7l(PK0)^ n tf^- 95^^^-El 64«i^^l^ 32*1^. 7l(PKl) 

» X0R<3^H Afls-g; ^^-Sl 128*1 H 2}^-^ 71 ^ 64^^11 ^M^l 32 

*1H eRr-EL 7l(RKl)» 

35> ^-7) B^JEL X0R<£#^-(117)^ ^l3^5j-7l(119)^ #71 *}i(200)» ^Sfl S.JE1 

*±3L4) iH vc\-^ ^o] #71 ^XOR^^KllSa)^ ^d^^Al ^ 

S6> #7l el-^-H. X0R^^(117)5l *)l4X0R<&^V7l(ll8b)£r 4) 3.^ 2}^ = ^ 128*1 ehgrlL 
71 # 95^^1^-Bl 64«1^|^1^ 32ti]H ehgrlL 7l(RKl)2}- o]^ e}-^S.^ 128*lH B^grS. 7l ^ 
63*1*1]^ 32^^^!^ 32 alH h^jel 7l(PK2)l- X0R«?!^>^ 4^ s^gr^ <£3LS}"g- 128 
*1B Hl-^S. 71 ^ 63*j*fl^-Bl 32«i^|7>xlfil 32*1 H sj-o.^ 7l(RK2)» ^ 

? 67> #71 ^ll4X0R^#7l(118b)^ °l3l BRrHSl 128*1 J= 7l^ 95«1^I^-E^ 64*i*l|7l-*l 

^ 32*12= 2}-g:= 7KPKD51- cj-^- 63 «i^)w-^ 32*J*M*1^ 32*1 H 7l(PK2)» X0R<£ 
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A flS.^r e}"&3=*) 4±^-§- 128*1 H B^JE. 71 ^ 63«i^l^-Bl 32^^7M^ 32a] H H^r 
S. 7l(RK2)« ^^4. 

#7l eJ-^JE. X0R<£^( 117)2} ^1 4^^-71 (119a)^ ^7] ^^(200)1- ^f-Sfl S.JE. 

m. 

<#7) B^B. X0R<S<^(117)£| ^XOR^^KllSc)^- ^\S.^ e}-^rH.^ 128*1 H ehgrS. 
7] ^ 63^1^1^-^ 32^*}*]3j 32a]H 7l(RK2)4 o]^ 4£:e.<^ i 2 8wlH ehg:^. ?1 ^ 

31^i*l)^-Bl O^v}*)*] 32*1 H = 7l(PK3)» XOR^^ 5}-£3=£| <y-Ji^-g- 128 

a lB bR:^ 7] ^ 31^*1)^ 0#*i|*l-*|^ 32«1H BhSrJE. 71 (RK3)«- ^S^t4. 

#7] ^|5X0R^7Kll8c)fe- <>l*l ^ = 51 128*1 B ty&B. 7)4 63*1*11^ 32tM*}*l 
^ 32 «1H BJ-&J= 7](PK2)^- zl 4-g- 31^^^ O^y}*)*) 32*m eRr = 7l(PK3)» X0R<£ 

*fl5.-& eHrJE.4 128*1 H ty&Z. 7] # 31*i*f|^-E) Oid-sfl?}*!^ 32*1 B 

=. 7](RK3)» *3^4. 

■$7) B^JE, X0R^^(117)^ ^54^^-71 (119b)fe <#7] *|i(200)» ^ 3.= 
4^ #^o] *}H£M #7l ^5X0R^7l(ll8c)^l <g^4U-» ^^^^.S £3 

#714 ^°1 t 1 ^^- 1^1 Hf 1 ?]^ oj-^-j: 40.4 ^-01 ^^}c^ 

^ 4*4 
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ef-gr^ 128W1S <83 7](key)7} h^(200)* e^jel ?] 

48^(100)3. #<H^-ofl 4^ ?1 a^o] ^^JL, 128H1B ^HBUdata) 

^ AlHH/^ A )£E_^ ^^(120)^ o} 7 H, ^-71 128«1B ^^H^ 

(200)3.^ 128*1 H cflolB] s)|X|^e1 (500)» ^-frSH #7l AlHB/^ a]HH_3.^- i^SHf 
(120)3 1-°^ ^ol4(£i ^ 3E 2 o]<q- ^ ^ 6. s og 3 ^ 0 ] ^ 7 > ^(200)3. 

^-B] H}-g;=^^(l00)(^, = €^-(120))S ^ # 

7] 128W|B t^M^ 5|l^]^El(500)7> «3^i3|)ol^ 31*1^3 7l^£ ^ 

°1^7fl ^-71 128«1B <^ nflo]E^l tflsfl, Aj- 7 i ^h/^Ihe^o 

(120)^ QZL/^ZL sf^ 6 )! ^ «■ ^Jl^el^l 3<S)^ rfls. ^7l t}^ ^#<a] 

h}-£:el ^ ^H^-(300)^a-1 ^ 64«]H* -id^SRr ^S(sel='l')# iLifl 
<$7] AlHB/^A]^H_S.-f ^^(120)^ ^ll^5}-7l (121)1- ^-Sfi^i 64MlB# # 

S^VoI, #71 E^H. ^H^-(300)^l^i ^ 64«]H» ^(sel^O')* iL^^JS 

»ll^^-7l(121)» ^ 64«le # -f^th}. 

£fe 64«1B HH^fe cfl^]/^tfl^l ^a]-^ ^*3*Kr tfl*l/^tfl*] £^-(130)3. *<H7M 

^^1 ^tfl^i ^cfl o}^ cfl^] o^^cf. ojufl, # 7l tfl*i o^tfl^i 
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(130)fe tb*H 64t»lH3 ^e)^ 47I ufl^-ofl 87 flo] tfl>l ^4 8 7fl3 ^tfl^ 4- 

#714 ^-o-| 44/^44 QQo) ^Sjji \+ #3H4, #71 4^(200)414 4^ 
^ ^*Hr 2-^^l(mode= , 0 , )» JsUfl-S-^ #7l #4 £fe 43 64w]^ c|H4^r ^l^tf^ 
3*71(140)^ <&3L #^^(0)^: ^f-*fl4 4^/3^^ £^(150)3 ^il^ ^47}ZL, # 
71 4^(200)4)4 41 4^ ^I^Kr 2.^Jl(mode= , l , )» J±4j2_^ %7] #4 3^ 44 
64«l2= ^o]Bl^ 41^4^44(140)4 4s #^#(1)^- ^-*fl4 43ri=. 71 444 
(170)3 #4#4. 

3^/^3^^' 4*1 64tilB #71 4^(200)414 4^# #44 

*r S.= #S(mode=*0 , )» Hvfl-^ 42^4^471(160)4 #^3:(0)^- ^§-44 4°-j= 7 ] 
t*l "5T-71 ^^-(170)3 ^^5. #^7l-Jl, #71 ^(200)414 4Jl 4^ #44»fe- SJEL^ 
(mode=T)» .M-S-^ #7l ^12^4^71(160)3 #^^(l)^r ^§-44 4^H <3#3 ^ 

4 4°1*IS #^€4. 

3=th #71 4^ 71 4*1-71 £3h§: 71^1 644H 444fe #4 1^(200)414 <&5L 4 
^ #^Rr S.^2.(mode= , 0 , )» ^.xflii.^ 43^4^44(180)3 #51 #^^:(0)# 4*1 
4£^ <3#3 #^ ^47> 4^1, #4 ^(200)414 ^ 4^* -£44£r sl^s. 
(mode= , l , )# Ji^-S^ 43^4^4-71(180)3 #^^"(1)* 4*1 3^/^3^^ £4-^ 
(150)3 SJ^H €4. 

°1#3 44£- #3 64wls ^ 43 64«1h 3H4 44^1 4^ s.^ ^^(^ ^ 
°1 D <H1 4*fl4^ ^#«-), o|3H 443 4^7> 34, 4^01 ^o £D j f ti> 

444. 
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<$7m *W £ol, ^oJHfe <&3L3\- ^JLS}- j^ofl*) ^0.5. A>-§-S)^ ^ 

^-8-d># ^-ff*>^ A>-§-^- #o-|jl*} ^^7l uflJ£-6|) <&3L5\- ^ 

^ 2.^ #31 ^ 4- 

£31 ^-S^H 71 ^^(110)7> £ ^ofl tc)- = 5}ol^ ^S. o}-jr ^ 

^ ^ ^-S-tb ^J-s^-g- SL^ 4:M-8- 711- <$#*Rr £ 

^■71 51-^JEL ^H«-( 3 00)^Bl #^ ^7l7> Eh&JEL ^ ^-A]^ 

— ^^Jl7> Bj-^H. <d^>^-(100)S. *<^^.^ olnflijLfcl <&*±°] Al^cf. 

5}£j= <&*Vo] X\^s\t& ^-71 51-grS. 71 ^^^-(110)^ 128*1 H nel 71 31*1^1(111) 
°fl °1# ^^51 128*1 H H}^^ 7l(prekey)» °l-g-SH Afls.£ sj-^s.^ B^S. 7l 

(RK)» Al^rl-. 

^■71 Bli(200)o)l^i <&3L tm*}^ 2.i=4l JUmode^O' )» J±^£.^r 

•tf7l 128W1B =51 71 31*1^1(111)^ el-^^Sl 128*1 JE &hg:2= 7l ^ a^Kl 32*1 H 

(PK3)7> ^I24^7l(113)» 7^ Al^e^du)^ o^^ o.^_ ^-^t}.. 

#71 (200)oll^| ^ #^}^ 2JEAlJr( mode ='l')l- JsLifliL^r ^-f 

, ^ #71 ^ll5X0R < a^7l(118c)7} ol^ 51-^H.fil i^JEL 71 # ^ 64*lB(PK2,PK3)» 32*1 

A-ls XOR^SH ^Sf 71^1 32*lH(RK3)3. ^#-^-4 ^}6\) o) 

^(RK3)^r #71 »l2cl-^5l-7l(li3)» 7)*\ Al=B7l (114)^1 ^^o s #01^4. 

#7l Al^H7l (114)3. #ol^> 32*1 H 71^ ^ tiHE ^-*3. Al=H «S#:^ 
, 47flSl tfl^l tiV^S ol^M^l tfl^^7l(115)S. l;Ol7> tfl^l ^^l}. 
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> ^) Q £°1 tfl*] p>^1 32tilH ^ 8*1 H 7lfe ^"71 ^lXOR^^l 
(116)^1 ^«fl #7l e)-^ <3^} *)H^-(300)S-^£l Ir^^Lfe. el^jel ^^Ji7l- H^tt sh£ 
= 7} « *1*1) e^jELtUH 4^ ^sq^ tf^rSKRcon)^ XOR^^sl^l, °1 ^lXOR^^l 
(116)^ ^« 8*1H$1- -y-71 ^^m«-7l(115)^ tfl^l 24*1^7} 

#71 5}^;!= X0R^^(117)^ ^2X0R^7l (118)^1 <y^-°3. #<H#4. 

> ^f>), olttfl ej-^-s. ?} ^ ^ ^= *JJl<4 ^r^s)^ X0R<3^ *>fe 

%y) tfl^i^7i(ii5)» 32wih i^Hb) ^ ^ swings. ^ 

#± JL^# <£* tb^, <>1 ?}<£lk <£Z.^ ^Hl^ 

^7)1 5}^ 8*1 -tf^SH) 24*1^ 'O'-i- *H*3*H 32*1 H« *KE- ^ 

tfl^*i«r7l(115)» ^-4^ 32*lH. &4 X0R<£^Hr $X**. 
n> <#7) ^l2X0R<3-£7l(ll8)^r lXOR^^l ( 116)5} 8«lH^ ^7) tfl*Ha:& 

71(115)31 tfl^l c^AJ; uj.ii)*! 24*lJ=7} ^Sfl^l ^ ^ 5^31 <3} ^0.= 7l ^ 

32«1H(PK0)» X0R<3#§H ^SMr i^JEL^ 32*1 B sRrJEL 7] (RKO) 

92> ^"7121- ^-O] AflS.^ B^JEL^ oj-^^- ^ ^-SSHI 2*4HH 32*1 B 71 

(RK0)7> ^s)^ 1+^, #71 *H3X0R<?!<a;7l(118a)^ ^-f ^ 

^^HH 32*1 H e}^r= 7l(RK0)5l- s^-ELS} 95*J*fl^-El 64*i*|);7l-;*l£) 32*1 H 2l- 

^H. 71 (PK1)# XOR^^-i: 4^*}^ *fl3.£ 2^gr=^ ^ 32«lH 7l(RKl)» ^*Kn, 

^-^sh 4^21 ^ ol^ 32*lH(PK0)s}- ol^ Ej-^H^l !}-§- 32*1 B 

(PK1)» X0R<S^>^ Afls.^- e)-^^^ ci-^- 32*lJE ^JE. 7l(RKl)» ^^fcf. 
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°H, 2fl3tH^7](119)fe til^(200)» #<H-2-xr <&S. ^ ^Jr 

M-^xflfe 3LS.Als6fl »)3X0R^7l(118a)^ 

^M^- ^o] Afls.^: ^=31 2^0} 32B]H 7] (RK0)£) cf^- 32*1^ abgriEL 7] 

(RK1)7> M-^, ZL ^5|-§- S^r 4^5}-§- 32«lB 7] (RK2)3]- 

32ti]H Hf^rH. 7l(RK3)^ *)l3X0R<£#7l(118a)£)- «cHI <$7] ^1 

4X0R^^7l(ll8b)i4 ^]5X0R^7l(ll8c)^l ^H^, ^ *H4tp§^7l (119a)*r LUXOR'S 

^KllSb)^ #7] ^5^^-71 (H9b)^ »]5X0R^7l(ll8c)^ 3b8- 

^1, °1^- ^ tilH^ s^Hl 32*1 H*} M-^r^ Afl^ 

(300)3.-fEl -i-^^ ^ A] 2^1 Jro] # 71^1 sfl^Jl, Sj-^ ^ o. 

# 2#3 7l*M| Sfl^th 

-*N13., #Jls|- e^s. a] s}- aj^o} ^^01 10] 313 Aj- 7 ] »i2X0R<a<+7l 

(118)o11 £}*fl Afls.^- e^iis} 32H)H ^= 7l(RK0)7> 2^, 3^*A , 4*1 

^ S^*l 1°1 € «J!*>t} ^-71 >l)3X0R<a^-7l(ll8a)^ ^HXOR^-^KllSb) ^ ^OR^^l 
(118cH b^JELS} 32«lH shgrJEL 71 RK1, RK2, RK3*1 ^£4. 5£tb, ^-ssj- ^ 

£2= <£*V Al^j- Ajjro} # ^ 0 ] io-| s)^ Aj-71 ^XOR'S^KllSH Afl^g- e}-^-^ 

3 s|<tfcq 3 2 a]B e^JEL 7l(RK0)7l- # ^ol ic] nfl aj- 7 ] ^3X0R^7l 

(118a)^ ^4XOR^<0;7l(ll8b) ^ ^15X0R^^>^1 (118cHl ^ e^g-JE^ 32*1^ 

71 RK1, RK2, RK3°1 ^^tf. 
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$7) e}-£E. <£-tV ^^-^-(300)5.^ ^7)7} <a^tb e^g-S. <34j- ^4^1^17} 
— £^(100)3. ^tr^iLfe ^-f . #7] E^JE. f] ^4(110Hr 2#^ 7]:?H| <g-J:^- ehgrS- 

°H, -*7l X|2X0R«a^7l(118)7l- Afls.^- eJ-^jE.^ 128*1 H ^= 7) ^ 127^^ 96 
^^7>7l^ j^eq 32 wl B 2}-^:— 7] (RKO)S <8<S*|-7WX|£J H}^:H. Al^-Als:^ 1 

^ *1*KUM 2^*1) S^H 'l'o] sj^ ^3X0R^7l(118a)^ 
^£=-3 128*1 B B^grE. 71 ^ 127^^^-B] 96^^^1^ J^fl 32*1 B HRrJEL 7} 
(RKO)sf o]^ e^jE^ 128*1 B s^E. 71 ^ r^g- 32*1 B sh&E 7l(PKl)» XOR^^V 

<^ Afls^- e^E.^ <y-31§j-§- 128*1 — ^HfcS. 71 ^ 95^[^«.b1 64¥i^^l^ 32*1 B BhSrE 
7l(RKl)» ^th}. 

**H. -8-71 ^4X0R«?!<+7l(118b)^ >ll3X0R^^:7l(118a)7> 45.*- eJ-^ESl 128*1 
H e^g-E 71 ^ 127^^ 96^*fl7>*l 5} 3 2*lB 7l(RK0)sl- sq-£E<£| 

128*1 B ^E 71 ^ 32*1 B q-^-Sl 95»i*i)^-B) 64#*il 7>^|^ 32*1 B B^E 7l(PKl) 

« XOR^^ ^4^:(RK0™iPKl)4- °1^ shgrS.^ 63 32^^}^ 32*1 B 2}-^E 7l 

(PK2)» XQR£<&SH Afls.^- sl-g-ESl aj-sshg- 128*1 B BhgrE. ?1 ^ 63*i*1|^-el 32*i^^l 
Sl 32*1 B el-^rH, 7l(RK2)# ^tb^. 

°]S* ^H, -*7] *l5X0R«3-£7l(118c)3r ^4X0R^7l (118b)7> ^XOR^-^l (118a)^l 
^Sfl X0R<£^€ *flS.£ b^ES} 128*lB bH:E 71 ^ 127*i^^-Bl 96*1^)^151 %<#<f\ 32*1 
B B^grH. 7l(RK0)sl- s}-£-E2l 128*1 B B}£E 7l ^ 32*1 B 4-g-^l 95ig*flJfEl 

64^77}*}$ 32*1 B b^E. ?](PK1)^ XOR^<0; ^^f ^(RK(WK1)4 o]^ b]»§-E<21 63^**^ 
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32Sj*i)7}*l^ 32u]e 7l(PK2)l- XOR^^IV ^^(RK(F»iPKl"iPK2)^ 

31^*^ O^^H^ 32«1S ef^:^ fKPKS)* XOR^^HsH oj-^sj-g- 128 

*1B e}-£:EL 71 ^ 31^^^-Bl O^i^l^H^ 32*1 B. sf^-^ ?1(RK3)» ^^4. 

$7) ^= *lHJf(300)5^MH ^7l7> ^^tb eh&iE. Al*Hl;£7> 

— ^-¥-(100)5. #<H^ ^4-, ^"71 s^&jh. 7} ^J=L( 110 )i=. l^S) 7l^ofl o^jjj. 

71 » ^w-. 

°H. ^71 ^l2X0R<3-t!:7l (118)7} Afls.^- h^je.*} 128 wlB 5}-£;el ?} ^ 127^^^-^ 96 

2Wf\ 32*lH 7l(RK0)» ^^^>7l^o] 2}-^ <gA> Al^-Al317> 

#71 5}£:EL <3*J Al^j-Aj^ -i-o] e)^ Aj- 7 ] ^l3X0R^7l(118a)^ ^fls 

£ B^S.^ 128*1 B ^hc"— 71 ^ 127*J*fl^Bl 96«l^^l£l 3^1 32«lB 5^2= 7l(RK0)^ 
°1# 128*1 B e}-£J= 71 3 2*lB 5}^= 7l(PKl)» XOR^^H 43. 

128*1 B sRrJEL 71 ^ 95«i^^Bl 64$ a**}*^ 32*1 B ^= 7l(RKl) 

°1^ **H, ^7l ^l4X0R<a^7l(H8b)fe ^l3X0R^^7l(H8a)7> ehgrJE.^ 128*1 

— 7] ^ 127«i^-^Bl 96«i^7Ho] 32 wlH 7l(RK0)4 

128*lB aJ-&H 71 # 32*1 B 95 «i^^Bl 643*41 4] 32*1 B ehgri= 7l(PKl) 

* XOR^tb ^SKRKCWKl)^ e}~° j^s} 63*3*11^1=1 32*d^)7H^ 32^ B e^jel 7] 
(PK2)# XOR^-SH eRrJE.^ ^4-§- 128*1 B 7l ^ 63*J*flY^ 32*J*fl;7H 

^ 32*1 B 7l(RK2)# ^j^. 
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**H, -*7l »]5X0R^A>7l(H8c)^ »l4X0R^A>7l(H8b)7> *H3X0R<£*>7l(ll8aHl 
^ X0R<£#3 Afls-S: e^S^ 128*1H sJ-£2= 7l ^ 127^*1)^ 96«1^^1^ 32«1 
^ 7l(RK0)^ °m e*-£-J=.£] 128*1 B 71 ^ 3^ 32«lH t}-g-<3l 95^^) 

64#*%7}x}4\ 32*1 H B]-£-;El t'I(PKI)^ XOR^AV ^sKRKCWKl)^ o]^, gs^ja^ 
32«1^^M^ 32*1 H b^je. 7l(PK2)» XOR^tt ^4iif:(RK0wPKl™«PK2)^ b^jels} 
31«i^l^-Bl 0*my}x}£\ 32h)e ej-o.^ 7l(PK3)» X0R<S^><*) ej-^fi] ^-JisJ-g- 128 

w]H e^JE. 71 ^ 31^^^-B] O^^^M^l 32*lJ= 7l(RK3)» 

^7) t^&B. <£*Y ^(300)3. W M ^7l7> s^s. ^}^S.7} ^ 

— "S^C 100)3. #<H^ ^-f , 5}^ = 71 ^^(110)^ 1^ 7l^ofl ^-JlSj- Bj-gr^ 
7l« 

°H. -*7l *)l2X0R<3*±7l (118)71- Aflj=L£ Ef^^oi X28W1B ^o.^ ^ ^ 127 ^^ 96 
^*fl7>^5l 32«1H B^gr= 7l(RK0)» ^W^M^) ej-^S. «gA> Al^Al^l- 

<$7] eHrJEL <£*V *\^*\3LS>) -i-ol sl ^- 7 i ^XOR^^KllSa)^ °)$. 

32tilH(PK0)^- ol^ e}-£^ol ^ ^ 32«lH(PKl)» X0R<3#*H 
4^- 32W1H ef^H. 7l(RKl)» ^^^31, ^SJH zl t}-g-o} 41^^. 3 2*l3= e}-£ 

- 7l(RK2)^ 32«lS &>£;e. 7l(RK3)^ zj-zj- ^-71 ^l3X0R^A>7l(ll8a)sl- 

5. <^*Hr <$7) ^HXOR^^KllSb)^ ^l5X0R^Al-7l(ll8c)^l s\n °1» 1 

7]&<%*\ ^Sg^C}. 
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* -8-71 ef-g-s. o^a> ^^«(300)S.^b1 e}-£2= <^A>-f-(ioo)S. *oj7>fc eh£- ^av A^jr 

£ 4^ *)-€- ^ #J:sl sa^ ^i^olxg £ olc|-. 

5. 4-1- ^2^, HR:^ *iH-f-(300)5.^-£] ^7} a)^ 

-tl^^ ^i^s7> 5}^s. ^^(100)5. #^^(S400), Hf-g:^. <S^> Al^HO^o} 

*j] #^o) -x-o] s)^ ^ofl i28w]e ej^-c o^av cfloi^i ^ ^ 64H ]H 3HBlcq tt >o] 

ifo^t}. o]s. ^ #7] 64*1 H ^o]b) 400 H 7-l^t}. atb, # 

128*lB i^JE. <33 711- °)-%-is}oH 128*1H e^iL 7} ^ Al^4(S401a). 

E^g-JEL Al^J-Aj^ 2 *J*i) 'l'ol 5^ #7] 64*1 H tflolE) Sfl^l^Bj 

(400 W 64*1 JE ^Mb}* o]-8-*H &igr°] a1^£)ji 64*1 B. 3|o]bJ 

^1^1 iBj (400H *|#£M(S402), E|.o.= c^a> oj^ tflolej^ ^ 64*1 H eJo| W | 

°1H aI^b tfl^l o^Aj-ol ^1-^o.s. ^5J^-tH1(S402), °1# tt «*H1 ^ 

^€4. 5£^r, #7l 64*1 B clM^ *HH *1HH tfljq ejxtej ^ t^o)^ 

*i^Rr 128*lH cfl^lBl ell^l^El (500)^1 ^ 64«lB $|*H 

BRrJE. Al^AlJro} ^^ol 'l'ol £)i=. Aj- 7 ] 64 w lB cJlo] El efl^l^Bl 

(400)ofl 64*1 B. cllo]Bl^- ^= f) ^^fUlOHH ^Ajjg ^= 7 ^ ^ 64 y]E 

4 ^«fl^|7l ^^fl^i S^grJE. 71 cl^7l ^^(170)^1 *^7l-Jl ZL ^7l 128 

*1S 3MB) 511^1^(500)^ 64*m 41 *H 71^-51^(5403), ^7l 128*lH c-flolEl 31*1 
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^(500)^ SJ-^ 64*1 B. 3HBjif 7^1-31 ZL #7l 128«lH 31 

olE) 31*1^(500)^ ^ 64*m *i#^(S403). 
> ^ 4*i*fl #^o] -i-o] #71 128*lH 3Hb] 31*1^1(500)31 

^ 64*1 B ^o)e1^ el-£;EL 71 a^ ^-(110H *\ ^a^ sj-o.^ ^oj §^ 64 u]e^ 

71 ^«fl^ el-grJEL 71 C^>7l ^^(170)51 ^ ^7}5l ZL ^4&£r #71 128*lB. 3M 

B] 511x1^(500)51 64*1 H 31*H1 7i#€i=KS404). 

6> ty^X], ^714 £o) ^*Kr ^Kl^ ^31 #*H^ ^-71 128*1 

— ^1°1^ 31*1 ^(500)21 128*lH 31 0^7} ^ = ^ 128*lm eRrS. 3He} 

5. £)ul, B^g-S. 71 ^^(HO^H Afl^-Tfl #7l 128*lH. B^JEL 7l 31*1 ^ (in a ) 

^1 7l(RK) SE^r 128*1 H. = sl 7l 31*1^ UllH ^^^7\ cf^- &h£-IL2l 

128*lB bJ-^t-EL 71^ A}-g-^cf. olS-Mj, b^JELS} oj-Jis)- ^a>o1 # 4#§H 

17> 5= 4<^1 oj-j:^- « 0 v^-g- ^ofl 4= ej-oi^- C$.3- %z]d\]x\ ^*S§>^- ^ o. 

, #71 Bl-grH. 71 ^^^-(HO)fe 2l-grH 7l W$ aj-^-c <£a> a^aIJ:^ % 451} 7] 

^, £ 4^1 n}3i*| ^ 64*1 H 31 °1^ Bb£-^ 7l# t^Hzr 3f^ol sJ-O-je. 71 
cl*l-7l ^ 4^(S403)°1 b}£;e. <gA>^- a] 2}-^ ^ 3*i*fl ^Ml o]=.^^i4, ej.^ c^a]- 
-1: t> ^ 2^ #^0] Afls.^- s)~g-i= 7] ^ -#<fl g 4 a|E 7]o>ol a^a^ 

-SNMjI, °1 X\^o\)a] ^ 64*1 S 7lt>^r AV-g-^S. el-^H. o}-^ ^^Hxr 

^-el7> &t}. st!: b}£:el ^-i- if- 3«i^ ^^o] ^q-ji 4^^ X\^s\^ a]^ 

ofl^^ 128«lS Bl-^= 7l7> S.^- ^^Sl^ <Qx]f>}2_sL 64*1 S 310]^^ ^ 64 

*1H ef^S. 7l» clsRr Hl-^ 71 c-1^71 4^(S404)^1 ^^ofls ^^ 7 > §Jrf. 
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> SEth #7l<4 £o) oj-jr^. 43 .g. e}.oi^ ^-s. oj-j: ^Ha^ 64«]J= cflo]^ 

Bfl^l^El (400)1- ^6j) ^SSjfe X-I^^O.^. A>-g-^-O.S.^| ^ 6 4 

w]B w>o]e a] he ^ ^47} 64«1H «MH. a] he ^ofl & 

^ 64*1 H ^oIe^ ^ 64tilS cflolB)^ ^A]6fl ^^«>sl ^<aj^ #^ ^7] 

^tH ^ 64*1 H cH^l^fi)- ^ 64^1 H tflolBl7> ^-<at!: &7] nfl^l ^§ 

^IMS^ °1« °]*HH 4€r ^ •y-Jisl ^ ^Jl 

L9> 51 5^7 ^<H1 14^. ^ oJ-Sl^ tij-^ ^IBfol^^olc}.. 

20> s. 5* ^-S^m , sR:^ ^(300)5.^ ^7l7> ^^tb a]*}- 

41 :M- «is^lS7> ^£1= <3*Bm00)S. #^^(S500), ehgrJE. a^ajj:^) 1^ 

*i| -t^l 'l'ol Sjfe 128*1 S ^ <a<3 T3flo-|E^ ^ ^ 64*1 H. ^o]e^ ^ 

— ^31*1 ^^Vo] ^^^^oll(S501), ^ 4^0] tb o> 

ofl o]s.^^lc].. o"|nfl, ^4 C-)]o)E]^ #7l 64W]S 3HEi 3)1*]^ (400) ofl SEth 21- 

£,= <£a> Al^Al3L7> <3*> aI^aI^o) !^^| 3.^0] «i'o] s)^ ^ofl 128 

«1B e}--g-2= 711- ol-g.^ l28*im 7) ^ ^o] A]^4(S501a). 

i2i> 5}^= Al^-xij:^ m^o] '1'°] ^ ^7} 64 HIS. e)]o]E] 5)1^1^ 

(400)°fl 64«1H cflol&|4 71 ^^^-(110)1: Ej-^S. 7l^ ^ 64 

wls. 7 > c^^lfe e^-g-H. 9) *\-s}7] &Qo] Al^j-slji ^4 oflolE^ 64«1B EfloiE^ efl^l^E] 
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(400 W *1#£M(S502), ^S-aH e}-£;e. t^M^ ^ 64«lS tiME^ «V 0 lB ^AlHH 
^4 c^tfl*! <^a>o] ^^5]JL ^4 EflolEjfe- 128«1H cflolEl 511^1^(500)^ 

*}-$| 64*1 B fl*H *J#€^(S502). 

^= <3*> Al*te!J:<3l 3#*B m^o] 'V°] ^> #7] 64*1 B tjflo]^ 5)1*1^ 

(400H 64W1H tJM3fe- tq^/s^itf^ €^-(150)31 *<H7>J1 

^ €4 cflolBlfe -#7l 128*lB cIMB] ^1^1^(500)51 ^ 64*lH fl*H ^^-s)t^ 

(S503), ^ofl ^tfl^l o|aV^- x,}^ tf 7 ] 64W1H BHr-JE. 7l <$^(110HH ^ 

^ 7l<4 Uj«||X|fc E^JE. 71 T3l"5>7l ^%^r Tl^ol ^ l^M^fe ^7} 128*1 B. 

e-1 ell^Elsl -sV^l 64«lB 3*H1 *)#€4(S503). 

el-grJEL Al^-Xlssl 4>&*j| 'i-ol 5)^ ej-o.^ 7] ^^.7] >&7l 

■5>^1 64*lB clHEl^r ^i/^^^m^ €€^-(150)51 S]^ ^^^^ ^5)^1 ^4 

^}o)^ Aj-71 128*1 H. cilolE-1 5)1^1^(500)^1 *>fl 64*1 B 31*H1 ^^€^-(S504). 

°H£, ^-71 128*lB 3H£l 511^1^(500)^ 128*lB ^Ht^ <£ 
A>S1 128*1 B t)lo]El^. A>-g-5]31, Bf-grJEL 71 ^ ^o] i 2 8*lB 

7l(RK)fe ^"71 128*lB HBl 71 511^1^(111)^1 T^^H 4^- e^tr <£a]-o} 128 HIS Sj-^H. 

£ 5<^1 43:2}. wj-^^. ^. ^o]) 401^ ^.s. 03- jr ^hia-i ^SJ^ ^-o. 

, ^71 71 ^Aj« (110) ^ ej.o.^ ?1 ^ 4^^- o^aj. a^ai^o} 7 1 

*H ^, £ 5<*fl rq-s.^ ^<f\ 64«lB. = fl^ ^ 64*] B HMeI* cl*}^ ^ 

^ ?1 ^i^l-71 4^(S502)ol el-^-c o^a>^- Al^J- ^ 2«i^ #^^1^1 o]^^| £S) 2 «i 
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*fl #^H*lTr <>H 128*1 B 7)7]- 2.^- ^"EflS. sj<H e^S. ^ofl ^ 

£6^^ ^Ofl ttj-^ ^O]^ ^-S. «^^. ») 2 El-0-|nj £ o] 1 z).. 

£ 6# ^-S^, s^JEL <S^V »H ^(300)S.^-Bj ^71 7> <a^tb &hg:3= 

^^^317} e}-£H. <£^Jf (100)5. #^^.^(S600), bH^je. a)X)-a1J:o] ls j 

*9 '1'°] ^ 64*1 B C-flol^S] ti}0]E A)2E <&*\;3\- cfl^l <g^o] ^tfls. 

*H§5SM W ^M^fe 64«lB cflol^| 5|)xl^Bj(400)«»fl ^^4(S601). 3E3b, Bhgr= 7l s§ 

Al^i^ 2^1^ #§H -x-o] s)^ 64*1 B. £|)o]b] 511^1 ^BK400)<fl 

64«lB e|]o1e|7> ^^~ir tb ^ Bf^rS. 7l >$W(110)3l ^ c)]o1b| ^ Aj-o] 

64*1 B ^= ^ e^JEl 71 3*1-71 ^«-£lZL ^32)- cllo]Bl^ Aj-71 64*1 B C-llolEl Bll^^Bl 
(400)^1 7i#£M(S602), -g-^Hl *}3l 64*lB *}o]m AlBB cfl^] ^ 

o] ^HltflS -^71 128*lB cflolEl 511^1^(500)^1 «rtfj 64*lB fl*H 

(5602) . 

^= ^l^tt!^ 3^*8 #^°1 'i-ol ^1 64*1 B tiflo]Bl S)l^l^Bl(400)^ 

64*1 B ^H^} 128W1B 3Wb1 31*1 ^(500)3 aJ-^ 6 4*lB ^^o)] *1#5jT*|, 
^7l 128*lB 3Me1 511x1^(500)^) *K1 64*1 B ^0^^ & t}-§- B^H. 

?1 ^^-¥-(110)011^ 5}-££L 7l ^ -S>^ 64*lB ?1<2}- Hl-^-= 71 c^7l 

^*$f>}JL ^ cflolBj^ sfry) 128*1 B cll^lBl efl^l ^51(500)^1 64*1 B 7-1 ^rl- 

(5603) . 
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o> <#7) 128W]H ^o)^ 5)1^1^(500)^ 128«1H ^0^^. tf^. e).o.c <£x±<q 

128H1S ^S. clMEjSL A>-g-j£)jL, 5^2= ^ ^-^(llOHH ? J 

(RK)fe 128*1 B 71 5ll^^(lll)o11 ^^ijcH 4^- ehg-2=sl 128*1 S 7lS. 

n> £ 6^1 3EAl^ oj-^ ^.fr ^tgofl 45 ^01^- ^.s. oj-^ ^I^a-1 34. 

. #71 ?1 ^^(llOfe 2^1= 71 ^ ^ o. ^o.^ A^Al^o} ^ 2 #S1 71 

*H #\flt}. ^, £ 6<*f| tr|-s.Tg ^ 64tilH ^= 7l<4 ^ 64*1 H tlM^-i- &j-o_ 
— *1 sj-^(S602)^l &h£;E. "S-tM: ^1^ ^ 2«d*ll #^HH ol-f^s.^, 2«i 

*B #eH<H*f °H 128*1 H 2}^^ 71 7> s.^- ^"BflS 3^ e^n o^AVfil ^6fl 

7> fflt)-. 

32> ^ 7-& #M 4^ 1:^- #3:^ 41^- 5L*m y®2T%*]*Q5.°]t±. 

•33> 5. 7-tr ^JE. *IH ^(300)3.^ ^7l7> ^^tb 5HrJ= 

«i^S7> 5}-^^ <2<tHm00)S. #<H-2-^(S700), ej-^H. ^^V a^aI^o) ^ 
*H #11 ol -i-ol s)x£ e^je. oj^ cflolE|^ 64W1H ^1^1B17> tiHB €«r^ ^ 

tfl^l ^-g. Tl^lZL ol ^4 cflolEl^ 64*1 B ^l^lBl 5flxl^Bl(400)oil *|^cKS701). Hl^h 
°1* ^Alofl ^= ? ] ^ol Al^cj-(S701a). 

134> o^Aj- Al^-Al^ 2 BJ^| # a} 0 ] >l-ol Aj- 7 ] 64 wlE t^olE-l 5)1x1^(400)^1 

64*1 H 71 -^^(110)^ ^a^ ^0.= ^ ^ 64ti ]e e^o.-c 7]7> ^ 

^- ^1 ^*>7l ^^31 ol ^ij- C)lolEl7l- ^/°4^23^ ^€-^(150)^1 cflolEl^. 
3L, °4^1^^ ^52f C-)lolEl7> #71 64W1B ^1<>1B1 5fl7.1^Bl(400)oll ^#€4(S702). 

°l!r 71 Cl*>7l ^ ^^^^j ^^-4 -^AHl Sl-o.^. CJlolE-l^ ^ 64 y lH 
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cflolBj^ vyo)^ 3*1 = 1= ^tfl^l $$0] ^S^5]J1 ^ 3Me) 7 } #7l 128*lH 

^o]B] 511^1^(500)^ 64«1H *l#£tKS702). 

5> B^H Al^-Als^ 3^i^R m^o) 'i>o] #7l 64«1S cllolB] sflxl^ElUOOHl 

64*lB ^M^V ^-71 128*lB *\}°)^ 31*1^ (500)^1 64*lH $1*H 

^-71 128*1H 5)1x1^(500)^ SJ-iH 64*lH 3Hb1<4 b^jel 7] ^*L( 110 )cq 

?1 ^ ^ 64*1 B ^H^S. 7l7> ^JEL 71 C)§>71 ^^ZL ol ^4 C-flolBll- <3*1^2|B3 
«H ^ ^{0)^7} ^-71 128*lH cflolBl 511^1^(500)^ "SHfl 64*lB ^*H1 

(S703) . 

36> olifi, ^-71 128*1 H *\)°]&\ 511x1^(500)^1 128*1 B. ^0]^^ rf^- b^je. c^a].^) 

128*1H. el-^ ^ ^olE-ls. ol-g-£|ji, el-^ 7l ^-"KUOW*! ?1(RK)7> 

-8-7] 128*lH H.H1 71 5Jlxl^Ej (Hl)6fl 7-1^-Slol cf-g- Bf^-S. 128*lB ?} 

S. ^-g-^x}. ol^.M), ^H.31 4lsf ^AVol ^ 3#^^1 i-S^t*. 

37> £ 7^1 £L*1€ 4^ ^ofl 4€- <2-Jl ^li^l *r*8*Kr 

^"f . ^"71 i^JEL 71 ^^^-(110)^ Hl-^;= 71 ^ Sj-£i= <gA> Aj^-Al^o, ^ 

?1*H #^4. ^r, 7<H1 14 ^ 64*1 B 71 <4 ^ 64*1 H 3M^» ^Hr &h 

-£i= 71 C^l *i^r 4^(S702)°] J= <£*>* A]^- ^ ^ 2*J*fl #§HH °]^°)*\E.3., 2 
*J*I| ^^HHtt °1 *1 128*] B E}^^ 7l7> S.^- S\o] e}.o_t= o^/}o] ^^o)] ^ 

*W at*. 

138> £ go. £ ^ofl ^o]^. ^.s. oj-^o) oj-jr^ Hj-^^- ^SBM^ 0 !^. 
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£ 8-i: , ^= «gA> 2]HJjL(300)^-Ei ^ ^7)7> ej-£i= A ]3|- 

aJs**}. e^S. «il^l7f s)-£3= ^^(100)S. 1-^^(S800), ehg-= A]4Ajifi) 

nl^Bj ia*. ?1 ^}7] x}$}5L ^S\JL ^ cflolEl^ ^ 64*1 

— c iH^ ell^^(400)o11 *l#£i=KS801). ^6)1 e)-o.= 7i ^ 3f^(S801a)^l ^ 
s):n -fl^ s^je. 71 ^ 64H1S s^je. 71 7> 7l#^b eh^= 71 c^>7i ^-M A> 

°iehi *im «hh aihje m^i ia«, ^i^g^ >a*, n ^.%o\ s >^s. 

^ tflolEl^ ^-7] 128H1H tiMel 31*1^ (500)^1 ^ 64W]H 3*H1 ^^cf 

(S802). ZLBlJl B^^EL 71 ^ Sj-^oflA-l ^ ^ ^ 540] e bJ.o.j= ^ 

7}&tt tyyt— n K\i5}7] ^^ofl A>-g-^4. oH, 64 wle cflolB] Bll^^Bl(400)cHl 64«1 

— ^H^fe 128*1 H cflolE) ^l^l^El (500)21 64«lH -^J^l^l Ej-^= 7l 
^J?-(110)4H Afl^-Tfl 128H1S e^gr^l 7l(RK)^ 128*lH ^= 7l sfl*]^Bl (lllaH 
^^Jl #7l I28t>m ^el ?1 31*1^3 (111H1 ^<^^rq-. ols.*|, ^=21 oj-jis}. <£a> 
°1 #- 2#§H ^^4. 

£ 8*11 2EAl€ ^Jl^ ^ t^ofl 14^ el-ol^. o].j- ^dl^ ^*}^ 

^-f , ^71 B^JEL 71 ^^«.(H0)^ B^H. 71 ^ 3).^^. ej.^ c^A> Al^Aj^ol ^ 

7 1*H #^4. ^, £8i = 3 #3 64 WIS el-^H. 7l<4 #sf\ 64^1 S cHo]e11- s}- 
■°rS. 71 cl^}7l ^(S801)^l aj-^rH ^ ^^oflA-] ol ^ , 1 
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*M o)u] 128^1 S B^JEL 7)7> 2.^- ^-Efls s\o] ej-^s. <g^oj -^o]] - 

l2> °H*r £ 30)] ^a]^ 7] ^^(110)7} RKO^ o]-g-^c^ m ^ 

*3-S*KlL, RKl-i- RK2« ^*Ka f RK21- °l-g-*H ^3^. ^Aj^*] rrq^ ^ 

^ m^o) To) sjfe RK03f PK1# XOR^^HsjH rki* 

RK04 PK1, PK2« XOR^^flAi RK2» 3= JfA^ RRO^f PK1, PK2, PK3# X0R*fl 

^ RK3^r -fl^W-. 

£ 9^ * Ml n^. 2}^]^ «4* oj-^cq 4^5}- 19034. 3EA]^ ^3^0)^1^01^. 
£. 9» #3^3, 5}£:= o|X|. ^H^-(300)S.^-B] ^ ^.7)7} <aj^ ehg;= £a> ^ 
«^J2^ <3*Hm00)sL «-<>l^(S900), &h£ = aI^ai^^ ^ 

^*1 7] T$*W «fc f ««o] *3f CflclB] 

64*1 J= V)o)b\ ^1^1^(400)^1 ^*«t|-(S001). °lt 4^-^ «■ ^^rf. se^, 

°14 3-*=. 71 ^Aj sj-^ol A]^( S 901a)s|ol B}-£JEL 71 ^W(110)«1H a S 

^« ShfcS. 71 ^ 64W1S 2^3= 71 7> $*| 7l#^> S^S. 71 Cl*>7l fc« Sf^ofl A>-g- 

145> 3*1 Al^Al^ # ^o] Tol ^ 64H1H CflolB]o() tfl^ «HB 3 

Al -- 3^*1 71 c^>7i tw^M ^01 ^ a ^sJjl ^4 

«M3te 128«1H ^o]b1 ^1^(500)^ ^ 64*13= ^ ^^(S902) . *1# 

«" -r^^4. ^Hli, *7l 71 Ci^7l ^oflfe ^= 71 ^^^.(nO^Ai ^ 
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511^1^(400)^1 64«1H cllolBl^- 128*1 H cflolEl 31*1^1=1 (500)^1 64«lS £1*1 

^1 ^^H, 5f£ = 7l ^-¥-(110)41*1 *H3. 128«1S 7l (RK)-& 128«m ^ 

2= 71 ell ^I^ieK ma) ofl ^^-sjji ^-71 128W1B £2] 7l ^l^UliH ^^^t)-. ols.^) ( 

£ 9^1 ^6)1 4= eK!^ m ^ ^H]^ 

> -3-71 71 ^^«.(no)^. ^= ^l ^ 3}-^ B^&JE. ^ Aj^AlJio) & 7 ] 

*H ^, £ 9<>11 n}e^ ^ 64W1B ^2= 7l^ ^ 64*1 J=L t))o]Ell- 

JE. 71 Cl€r>7l ^ 3^(S901)<>1 i^JEL <3>£-g- A]3j- ^ <gA> ^ ^A}^ 

^H A 1 °l^^m l^M W^HH^ ojp] 128^1 H 7l7> 2.^- -^-BflS. Sjol ehg: 

r= o^Al-o} ^6() -^7} $t)-. 

-*Ml3., olufl^ £ 3 ofl Bl-^-c 7] ^^f(no)7} RKO-g- BhgrS. <£aV AlaJ-AlS7> 

#«w 'o'^i ^^n^jL, #^o] 'i-oi PK03I- pki 

X0R<a^HH RKl^- a$<%-s}5L, o)s^ fAH PK13}. PK21- XOR^aV^^ RK2# ^^*>3L, 5E c>1 
^ PK2sq- PK3^r X0R«H^i RK3^r -$^$4. 

^71^ ^}S\. S. 8<H1 S.Al^ oj-^s}- ^-3)- J£ 9<^1 £Al^ J2-JL5)- i^ofl rc|.s ^o] 

^ ^ ^*1tt ^^r ?m ^JE. ^ ^ ^ Ij.^ a d }h 

7>JE., USIM(user subscriber identity module) 7>^ ( SIM 7>.E. ^-ofl ^^.^ofl ^^tb 5.^1 <>1 
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H 7>S.6fl M^-^S.^ ^o>o-| ^^-^T E)]o]Ell- DH>S. Al^> <£o{| oJ-J^ 4Jl5^ 

^ 9X3- , cfl^tfl 128«1JE cfl^l^* 64W]S5f S}^ eRrS- 

91*11, £r 4€- ^ tfl^ B^grJEL ^ #*|* ^ A>-g-^-o.S^ ^ 

«H l-^- #JL -M^m ^-/4^^JE.S. 71^^ DESCData Encryption Standard) <£^L 

^*8, 4€r ^ <^a> 7)^°\ 128*1 H ^ = <£ 

^ 7>7>^ ?|2]o^£ mV^- Al?> iflofl tflo]E^ ^-/^-s^-1: ^ & 

4. 

^•i: 4 5tU-^, * r =.*H <$6j| ^-ofl^] ^ Al^^ofl ^ 
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<$m*\]o]B\ $ N«1*M 7M^, ^l5.S_S.4-(Shift_^ow) ( tfi^l 

(Substitution), ^^g^(MixColumn), ?} ^}7}(Add Round key) ^ 5.^-^- 

^ <£#-§r ^ ^"sH #7l M wlH^ «g^3M3l- <y-Ji2|-^ e^-oi^ ^- 

^ SZ^i, 

qo]5L #7l tfl^l (Substitution), ^€ ^ (MixColumn) , 2^2= 7l ^ *>7l (Add Round key) a? 
^^^H^r cllo] Ell- M/m wlH(m^r 2, 3 JE^r 4) #$3. ^e^Hfr &h£jE, ^ 

#7l E^JE. 7] ij-^ofl gl-a-jE^I-g. ^f>} 7 ) ^^7]* ^#*Hr ^hSr^l^^ 

#71 EH: IE. <2]*H ^^fe ehfrS. *fl<HSRr 5f^^ *1HJ=L; g 

#71 i^JE. ^#^-6fl o}*e D fl S^JE-S] ^#3-?HH M/m ^ tflolBl 

3# ^-#-2-5. S}^ e}-*]^ ^s}- #*1. 

£3^ 21 

*i i ^i sa^H, 

#71 tiHEi7l°l^ o]^s] n 371^1 ^^l^-ol M(2m-l)/m 
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M*1JM S^H^ £ NtilB^ 7 >*M. ^ a] Inverse Shiftjtow), «|tfl*l 

(Inverse Substitution), 7l t:^>7](Add Round key), (Inverse MixColumn)^ 

€«r43-£- S^Kr eJ-SrS- ^r^H #7l M «1HS} ^^cflo]^# ^-J: 

s^Rr 41^ 5a*H, 

*H S. #7l ^ tfl ^1 ( Inverse Subst i tut i on) , H^gr^ 7l S>7l (Add Round key) , ^ ^ ^ 
^(Inverse MixColumn)^ €^4^ ^ ^)o]tj» M/m wlH(m£r 2, 3 SEtt 4) 

#71 51-^ <S^>-f-^l Sl^fl nfl B^H.^ ^V^TlHH Aj#5^ M/m ^ ^o-jE-l 

^ B^JELS} f£^]1^ ^#£)i^ M H ]Ed] c-flolE^ x-l^>7l 41 tr 31 o] 7l <^1- 5. 

I^^S" 4] 

*ll 3 5a°H, 

#71 eHolEl7l^Yfe ^ <>1#-^ 3l*l^» zl EL7)°\ &^°] M(2m-l)/m 
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M«]B^ <3§MHb) g NwlH^ 7>*H, AlHB_S.-f(Shift_Row), tf]*l 

(Substitution), ^^(MixColumn), f] c|*M(Add Round key) ^ 

<&3L$r-%- = #4*H #7l M ^^H^* 

#:M-*r7iM-, ^Al=H_3.-$- (Inverse Shift_Row), Q?tfl*| (Inverse Substitution), ahgr= 7) 
c1*}7](Add Round key), ^^i^ (Inverse MixColumn)^ €^4^ SEth^fe ^-JlSr-g- sR: 

^Jis* SLE^fe, ^- 7 ] tfl^l (Substitution), ^^€^(MixColumn), S^H 7\ 

ni*}7l(Add Round key)^1 ^^^^fe ^IM^I* M/m «lH(m^ 2, 3 2E^ 4) #4)3. ^e)*> 
jl, ^JlS* S.3=4Hfc, a^s. Aj-7] ^tfl^K Inverse Substitution), ehgrS. 7l oj^7l(Add 
Round key), e^i^ (Inverse MixColumn)^ ^^r^ofl^fe i3Mb)£- M/m wlH(m£- 2, 3 5E. 

*>7l %n e}^7l» ^*Kr 2}^7l^^«-s. i^>^ «^^; 

^-71 eRjE. <£^ofl s}*fl nfl = ^##3HH $^S\±= M/m «lB^ tilo^ 
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*8 5 *M 91°) *\, #7) 5^;el ^ ^^Mr, 

#7l Al=EH_^(ShiftJRow)<3# ^ ^l=B_5.-?-( Inverse Shift_Row)^^ ^^^} 
^1SH/^ a] £e_^o (Shift/Inverse Shiftjtow)^^; 

^•7] cfl^l (Substitution)^ ^ ^ tfl*l (Inverse Substitution)^^ ==r^*>fe tftx]/'^ 
tfl *1 (Subst i tut i on/ Inverse Subst i tut i on) 95.^^ ^ ; 

^^^(MixColumn)^ ^ (Inverse MixColumn)^^ ^*3*Rr 

^/^^^(MixColumn/Inverse MixColumn)^^; ^ 

#7l ^=71 t^HAdd Round key) -r^Kr c) ^7] (Add Round key) 

7] 

*ii 6 ^1 sa°i-H. ^-71 

^ &hgr^- «-*hfr «^tB*r£*; #71 tfl^/^tfli^xv^c}, #71 h]^:/^^^^^^a> 

£ #7l ef£JE 71 c^M^^S cflolel^ ^^.^o. ^]ol^ 4^0] 

8] 
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#71 3|©137iqJM5- «m o]^ efl^^Bl© i-g^H, =l 3713] ^^l^-ol M(2m-l)/m 
ti lHSl- ^ ^ ^ ^oi^- ^.s. ojm.^ 

9] 

mhihs] ^^t-floiBjaf nhih^i °g^^>, ^ 

#4- o^nsf- ig-1g«i|| ^O^, ^-71 

°11 £fl-§-SHr M/m tilHCm^r 2, 3 4) ^o]^^ tf-g- ^TflS. f^Kir Al^S^ja 
(ShiftJtow)^^; #7l M/m wis ^H^H tfl*H £fl*l(Substitution)€«-i: €*l*Hr tfl 
^1 (Substitution)^^; #7l M/m *1B ^|ol^ofl tfls}crj ^^^(MixColumn)€^ ^1*} 
^^^(MixColumn)€^r^l; ^ #7l M/m «1H ^^1^<^1 *«J* H7l<£| 7l» tf-s} 

?1 c^KAdd Round key) m7fl^ M/m«lH 3Hb1 SL^afl tfl tfl ^^Hr 

#71 T^l S^iEL 7l» ^Sfl bH^I* ^*Hr 2^ = ^ 

^^^1# ^ El-Ol^; ^J-Jisj- 

10] 

^ 9 5£°H, 

#71 AlHm_S-f(ShiftJiow)^^l, tflAj (Substitution)^*^, 
(MixColumn)^*#3l, ^ 7l t^MCAdd Round key)^?)^ AA M/m *lH 37^ £-)H 
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M«1H^ °g^^]o] E ^ N^S^ <y^7]«- ^^«>o> ( ^ ^c^av^ 
W- ^sf- ««HH &oH, # 7 1 
^^LiM 5 -^ M WIS c-)]olBl» ^ a] Inverse Shiftjtoir)€«r 
7>-5>Jl, ^i^AiJioll tfl-§-ar>^ M/ra wlH(m^r 2, 3 SE^- 4) dH^^ t^g- t^^Hr ^ 

Inverse Shift_Row)^^:^] ; -#7] M/ra w]e cflolBj^l t|)*> 

^ ^tfl*l( Inverse Substitution)^^ €^1*>^ ^tfl^Klnverse Substitution)^-^]; # 
71 ^tflX| M/m wlH 3HeH 371^1 eh^jEL 7]» c^-b 7l d *>7l (Add 

Round key)^l; ^ #7l sJ-^je. 7l# cjtr M/m a]H 3M^H tfl*H Inverse 
MixColumn)^€-ir -i^l^r^ ^^1^^^ (Inverse MixColumn)^$^-^l# m7fl<3} M/m«lS 3Hb) 

#7) Sr^7l Clsr}7l El-^= 7l» *ll^}7l ^*fl ^^.71* ^*Kr 

[$^8- 12] 

11 *^1 Si^i, 
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Tfl, ^1 c)*>7l(Add Round key)^l, £ ^^^^^ (Inverse MixColumn)^^^^- zfz]- 

M/m alH =L7l£} dlojBl* *)b}^ ^ $XSLx$, ^ EH D <H t^-sj. M/m u] H cflolB]7> 
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